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DETAILED ACTION 

1 . This is in response to the amendment filed on 7 September 2005. 

2. Claims 1-9, 12-15, 17, 21-25, 28 and 31 are pending in the application. 

3. Claims 1-9, 12-15, 17, 21-25, 28 and 31 have been rejected. 

4. Claims 10, 1 1, 16, 18-20, 26, 27, 29, 30, 32 and 33 have been cancelled. 

5. Claims 14 and 15 have been objected to. 

Response to Amendment 

6. The examiner approves the amendment made to the specification. The applicant has included 
an abstract of the disclosure as required by 37 CFR 1 .72(b). 

7. The examiner approves of the amendment made to claims 6-20 and 24-31. Since claims 10, 
11, 16, 18-20, 26, 27, 29 and 30 have been cancelled, they no longer have improper dependency. 
Claims 6-9, 12-15, 24, 25 and 28 have been amended so that they no longer conform to improper 
dependency. 

8. Claims 32 and 33 have been cancelled. Therefore, they are no longer an omnibus type claim. 

Claim Objections 

9. Claims 14 and 15 are objected to because of the following informalities: improper 
dependency. Claims 14 and 15 depend upon claim 10. Claim 10 is a cancelled claim. A claim 
cannot depend upon a cancelled claim. For the sake of examination, the examiner assumes that 
claims 14 and 15 depend upon claim 1. Appropriate correction is required. 

Response to Arguments 

10. Applicant's arguments with respect to claims 1-9, 12-15, 17, 21-25, 28 and 31 have been 
considered but are moot in view of the new ground(s) of rejection. 
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Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

11. Claims 1-5, 21 and 22 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Wasilewski et al U.S. Patent No. 5,870,474. 

As to claim 1, Wasilewski et al discloses a method of encryption of data in a digital 
television system communicated between a first decoder and a portable security module [column 
7, lines 29-54]. Wasilewski et al discloses that at least one precalculated key pair is stored in a 
memory of the first decoder [column 8, lines 31-60]. Wasilewski et al discloses that the at least 
one key pair comprising a session key and an encrypted version of the session key prepared 
using a transport key [column 7 line 64 to column 8 line 7], Wasilewski et al discloses the 
encrypted version of the session key being subsequently communicated to the portable security 
module which decrypts the encrypted version using an equivalent transport key stored in its 
memory such that data communicated from at least the portable security module to the first 
decoder may thereafter be encrypted and decrypted by the session key [column 7 line 64 to 
column 8 line 7]. 

As to claims 2 and 22, Wasilewski et al discloses a plurality of key pairs are stored in the 
memory of the first decoder [column 8, lines 31-60]. Wasilewski et al discloses the first decoder 
selecting and processing at least one session key to generate a definitive session key and 
communicating the associated encrypted version of the at least one session key to the portable 
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security module for decryption and processing by the portable security module to generate the 
definitive session key [column 7 line 64 to column 8 line 7], 

As to claim 3, Wasilewski et al discloses that a subset of a plurality of stored session keys 
is chosen by the first decoder to generate the definitive session key [column 7 line 64 to column 
8 line 7]. Wasilewski et ai discloses that the associated encrypted versions of the subset of 
session keys being communicated to the portable security module for decryption and processing 
[column 7 line 64 to column 8 line 7]. 

As to claim 4, Wasilewski et al discloses the order of combination of a plurality of 
session keys used to generate the definitive session key is communicated from the first decoder 
to the portable security device [column 7 line 64 to column 8 line 7], 

As to claim 5, Wasilewski et al discloses an initial session key value known to both the 
first decoder and the portable security module is repeatedly encrypted in both devices by an 
ordered sequence of session keys using an encryption algorithm sensitive to the order of 
encryption [column 7 line 64 to column 8 line 7]. 

As to claim 6, Wasilewski et al discloses that at least one precalculated key pair is 
selected from a larger set of precalculated key pairs prior to being stored in the first decoder 
[column 8, lines 31-60]. 

As to claim 7, Wasilewski et al discloses that the encrypted version of a session key 
communicated to the portable security module also includes a signature value readable by the 
portable security module to verify the authenticity of the encrypted version of the session key 
[column 10 line 59 to column 1 1 line 9]. 



Application/Control Number: 09/890,587 Page 5 

Art Unit: 2131 

As to claim 12, Wasilewski et al discloses that the portable security module corresponds 
to one of a smart card and a conditional access module [column 12, lines 20-42]. 

As to claim 13, Wasilewski et al discloses that the first decoder corresponds to a 
conditional access module and the portable security module corresponds to a smart card [column 
12, lines 20-42]. 

As to claim 14, Wasilewski et al discloses that data encrypted and decrypted with a 
session key corresponds to control word data [column 9, lines 31-46]. 

As to claim 15, Wasilewski et al discloses that data encrypted and decrypted with a 
session key corresponds to descrambled broadcast data [column 7 line 64 to column 8 line 7], 

As to claim 17, Wasilewski et al discloses a home network system, wherein the first 
decoder and the portable security module corresponding to consumer electronic devices adapted 
to transfer data via a communication link [column 5, lines 23-46]. 

As to claim 21, Wasilewski et al discloses digital television system for providing secure 
communication of data between a first decoder and a portable security module [column 7, lines 
29-54]. Wasilewski et al discloses that at least one precalculated key pair is stored in a memory 
of the first decoder [column 8, lines 31-60]. Wasilewski et al discloses that the at least one key 
pair comprising a session key and an encrypted version of the session key prepared using a 
transport key [column 7 line 64 to column 8 line 7]. Wasilewski et al discloses the encrypted 
version of the session key being subsequently communicated to the portable security module 
which decrypts the encrypted version using an equivalent transport key stored in its memory 
such that data communicated from at least the portable security module to the first decoder may 
thereafter be encrypted and decrypted by the session key [column 7 line 64 to column 8 line 7]. 



Application/Control Number: 09/890,587 Page 6 

Art Unit: 2131 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which the subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

12. Claims 8 and 24 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski et al U.S. Patent No. 5,870,474 as applied to claims 1 and 21 above, and further 
in view of Applied Cryptography (hereinafter Schneier). 

As to claims 8 and 24, Wasilewski et al does not teach that that an algorithm and 
transport key used to encrypt and decrypt a session key corresponds to a symmetric algorithm 
and associated symmetric key. 

Schneier teaches the use and benefits of symmetric key algorithms [page 216], 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Wasilewski et al so that a symmetric algorithm 
and associated symmetric key would have been used to encrypt and decrypt a session key. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Wasilewski et al by the teaching of Schneier because 
symmetric key cryptography is magnitude faster and is not susceptible to chose-ciphertext 
attacks [page 216]. 

13. Claims 9 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski et al U.S. Patent No. 5,870,474 as applied to claims 1 and 21 above, and further 
in view of Applied Cryptography (hereinafter Schneier). 
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As to claim 9, Wasilewski et al does not teach that an encryption algorithm used with a 
session key to encrypt and decrypt data communicated between the first decoder and the portable 
security module corresponds to a symmetric algorithm. 

Schneier teaches the use and benefits of symmetric key algorithms [page 216]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Wasilewski et al so that a symmetric key 
algorithm would have been used by the session key to encrypt and decrypt data communicated 
between the decoder and the portable security module. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Wasilewski et al by the teaching of Schneier because 
symmetric key cryptography is magnitude faster and is not susceptible to chose-ciphertext 
attacks [page 216], 

14, Claim 23 is rejected under 35 U.S.C. 103(a) as being unpatentable over Wasilewski et 
al U.S. Patent No. 5,870,474 as applied to claim 21 above, and further in view of Shwed et al 
U.S. Patent No. 5,835,726. 

As to claim 23, Wasilewski et al does not teach that the encrypted version of a session 
key includes a signature value readable by the second device to verify the authenticity of the 
encrypted version of the session key. 

Shwed et al teaches an encrypted version of a session key that includes a signature value 
readable by the portable security module to verify the authenticity of the encrypted version of the 
session key [column 17, lines 9-36]. 
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Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Wasilewski et al so that the encrypted version of 
the session key would have included a signature valued used to verify the authenticity of the 
encrypted version of the session key. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Wasilewski et al by the teaching of Shwed et al because 
the signature provides authentication to the source that the key received is indeed formed by an 
entity that knows the basic key thus providing strong authentication [column 17, lines 9-36]. 

Conclusion 

15. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aravind K. Moorthy whose telephone number is 571-272-3793. 
The examiner can normally be reached on Monday-Friday, 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795, The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Aravind K Moorthy f 
November 30, 2005 
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